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Abstract
We present requirements and results of a case
study in model-based (off-board-)diagnosis of the
hydraulic circuit of an anti-lock braking system .
The primary problems to be addressed quite fun-
damental : it is impossible to predict the behavior
of the system and, additionally, there are no
measurements of the actual behavior available .
Both might be considered fatal for model-based
diagnosis . We tackle these problems by applying
models that capture qualitative deviations of vari-
ables and parameters from nominal behavior.
They allow to exploit vaguely described symp-
toms such as "brake pedal too soft" . The models
are used in a state-based diagnosis framework, i .e .
only the observed states are checked for consis-
tency with the model, and no simulation of the
dynamic behavior is required . The crucial step in
making the approach work is to exploit basic con-
straints on continuity and for complementing the
directly obtained observations by information
about derivatives . Experimental results are com-
pared to expert knowledge represented in existing
failure mode and effects analysis (FMEA) docu-
ments and prove to be adequate .

	

-

1 Introduction
Commonly, the principle of consistency-based diag-
nosis of a device is described as follows :

Take measurements of the actual device behavior .
Predict the expected behavior of the device based
on its model.
Infer potential diagnoses from discrepancies de-
rived from predictions and measurements .

But what do you do if
"

	

you are not able to predict the device behavior?!
And, on top of it, if
"

	

you have no measurements?!
We describe a case study that demonstrates how and
to what extent (consistency-based) diagnosis can be
performed even under these conditions . The problem

was encountered in our work on (off-board) diagnosis
of anti-lock braking systems (ABS) . For a complete
treatment of this car subsystem, we had to model and
diagnose its hydraulic circuit, in addition to the elec-
trical circuit and the speed sensor which were cov-
ered by previous work ([Struss et al . 951) .
Behavior prediction for the hydraulic circuit is a
problem for two reasons :
" It is a controlled dynamic system . Model-based

prediction would require to include a model of the
complex behavior of the electronic control unit
(ECU) of the ABS.

" Crucial contextual influences, such as road con-
ditions, are not measurable, and, hence there is
no sufficient input to prediction .

This leads to the second problem, measurability :
"

	

There are no sensors in the hydraulic circuit.
"

	

The only observations available are related to the
behavior of the wheels and the pedal, and they are
inherently vague and qualitative (`The pedal
feels soft when pushed', `The left front wheel
tends to lock up'), in particular when reported by
the driver .

"

	

The occurrence of such symptoms is not tempo-
rally specified .

A description of the system and the diagnosis sce-
nario is given in section 2 of this paper . Section 3
describes how the model addresses the problems :
" A qualitative model is required to enable the

exploitation of the qualitative observations .
The relative nature of the observations (`pedal too
soft') and the lack of behavior predictions in ab-
solute terms, lead us to the use of deviational
models which capture how deviations in system
parameters relate to deviations from some refer-
ence behavior, independently of a specification of
this reference behavior .

The features of the utilization of this model by the
diagnostic algorithm are discussed in section 4 :
" We apply state-based diagnosis which checks

consistency of observed and modeled (qualitative)
states only, taking into account that there is hardly
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any information about the dynamics in the obser-
vations and that predicting it is also infeasible .

" General (device-independent) constraints are ex-
ploited to infer derivatives of variables which
turns out to be crucial for having state descrip-
tions that are strong enough for state consistency
checking .

We summarize results of an experiment in which the
approach described above was applied to several fault
scenarios extracted from a failure mode effects analy-
sis document which represented available expertise
and was used to provide success criteria . The results
were basically positive, but depend on a number of
assumptions and decisions . These assumptions can be
considered reasonable in this application, but are far
from being generally met preconditions which is why
we discuss them at the end.

2 Application Domain

2.1 Anti-lock Braking System Hydraulics
The purpose of the anti-lock braking system (ABS)
[Bosch 961 is to prevent the wheels from locking up
and, thus, to maintain the steerability and stability of
the car while braking . The ABS consists of an
"

	

electronic control unit (ECU),
"

	

wheel-speed sensors and
"

	

pressure-modulation valves .
The rotational speed of the wheels is measured and
serves as an input to the control unit, which governs
the valves and pump elements inside a hydraulic unit
to reduce or increase the pressure exerted on the
wheel brake cylinders .
The vehicle speed is estimated based on the wheel
speeds of two diagonally opposite wheels . From this
reference speed and the individual wheel speeds the
ECU calculates the brake slip for each wheel, and, by
combining this value with the (de-)acceleration of the
wheel, it determines whether a wheel has a tendency
to lock up. If this is the case, the control unit ener-
gizes the magnets of the pressure-modulation valves
which control the brake pressure in the respective
brake cylinders .
A typical ABS consists of two subsystems, each one
operating on a pair of diagonally opposite wheels . As
shown in Figure 1, the hydraulic circuit of each di-
agonal comprises
"

	

four valves,
"

	

two brake cylinders,
"

	

a return pump element,
"

	

an accumulator,
"

	

a damper with throttle .
The pump elements of the two diagonals share one
common drive motor. The hydraulic circuit is con-
nected to the master cylinder that transforms a force
acting on the brake pedal into increased pressure . To
ensure that the pressure in the brake cylinders is
never higher than the actual pressure in the master
cylinder, inlet valves have built-in non-return valves .
If the ABS is inactive, the braking system acts in the
regular manner, maintaining the pressure on the brake

194

front left wheel

	

rear rightwheel

primary circuit

secondary circuit

valve in open position
A

v 1 ~ 1
i

i

	

.

	

return pump elem.

outlet valve

accumulator

magnetic coil

valve in closed position

Figure l : Hydraulic circuit of the ABS (diagonal distri-
bution pattern)

cylinders while the pedal is pushed . In this mode,
only the so-called primary circuit (see Figure 1) is
active with the outlet valves closed. If the ABS is
activated, reduction of pressure on the brake cylin-
ders involves also the secondary circuit .
Control of the brake cylinders' pressure is achieved
by stepping through different operation modes, as
shown in Figure 2 :
"

	

pressure-buildup : for each wheel, an increase in
pressure is achieved by an open inlet valve and a
closed outlet valve, as in the regular braking
mode.

"

	

pressure-holding : the inlet valve is closed .
" pressure-reduction : the outlet valve is opened,

and the accumulator fills quickly . Also, the return
pump starts immediately to transport the fluid
back towards the main cylinder .

If necessary, the brake pressure is then increased
again to ensure that the wheel is not under-braked,
and the next cycle may start .
" pulsed pressure-buildup : in some cases it might

be useful to quickly interleave pressure-holding
and buildup mode (the inlet valve receives a
pulsed signal), to achieve a more smoothly raise
of pressure .

The finite state machine shown in Figure 3 models in
more detail the modes of the ABS control and the
transition conditions which lead from one state to
another. The essential condition is given by the wheel
acceleration a, which is computed from the measured
wheel speed v., and thresholds a, < 0 < aZ < a, . Ad-
ditional variables are the vehicle speed v.., and the
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Figure 2 : Operation modes of the ABS: a) pressure-buildup, b) pressure-holding and c) pressure-reduction

pedal position s p., with thresholds vo and so , respec-
tively, which serve as termination conditions to
switch off the ABS control (because the driver
stopped emergency braking or the vehicle speed has
been reduced appropriately) . In fact, this is still a
description of a rather simple or simplified ABS con-
trol . It should be noted that the above-mentioned
parameters are not available under workshop condi-
tions, nor would they be particularly useful for diag-
nosis, as the behavior of the control loop depends to a
large extent on (unknown) factors like the adhesion
of the road surface, tire condition and vehicle load .

2.2 The Diagnostic Problem
The problem we address in our work is to support
detection and localization of faults in the hydraulic
circuit under workshop conditions . [Struss et al . 95]
reports our first results in model-based automation of

the generation of diagnosis guidelines for the ABS.
Usually, off-board diagnosis starts by reading infor-
mation off the ECU . The ECU is equipped with built-
in monitoring capabilities and produces error codes if
it detects implausible signals . It already performs
fault detection and a weak form of fault localization .
However, this only applies to the electrical parts of
the system . The reason is that there are simply no
sensors, e.g . for pressure, in the hydraulic circuit
(except for a sensor indicating that the brake fluid
level has dropped below a critical threshold, which is
of no help for immediate detection of misbehaviors
and irrelevant for fault localization) . Even in the
garages, there exist no specific test-benches or ana-
lyzers that check the function of the entire ABS. In-
stead, information about pressures inside of the hy-
draulic circuit can only be obtained indirectly from
observing the (de-)acceleration of the wheels .

Figure 3 : States and transition conditions of the ECU



However, it is not realistic that the driver or even a
mechanic can exactly measure wheel acceleration or
deceleration . As a result, diagnosis of the hydraulic
subsystem has two major sources of information :

Symptoms reported by the driver . Except for a
lit control lamp, all a driver can perceive is some
unexpected behavior of the vehicle w.r .t. braking
and steering . This bears a chance of being trans-
lated into features of the individual wheels, per-
haps a suspect response by the brake pedal, and
possibly some sounds . For instance, typical obser-
vations could be that a wheel tends to lock up
(indicating too high pressure in the respective
brake cylinder) or that the brake pedal is too soft
(as a result of an unusually low pressure in the
main cylinder) . We should emphasize however,
that it is not guaranteed that an ordinary driver is
able to provide even this kind of information,
simply because most drivers do not gain extensive
experience with braking in ABS mode. It can be
produced more reliably by the mechanic in the
workshop .

" Tests under defined operation modes in the
workshop . With the same tool that is used to read
off the error codes of the ECU, each operation
mode of the ABS can be activated individually .
The test e.g . for the pressure-holding phase con-
sists of pushing the brake pedal while the pres-
sure-holding mode is activated and checking if the
respective wheel can still be moved freely, indi-
cating that the system could indeed maintain the
low brake cylinder pressure .

A typical diagnosis scenario which we will use for
illustration in the following sections is that when
braking,
"

	

the car is yawing to the right, while
" the brake pedal feels somewhat harder than nor-

mal .
We assume that the first symptom can be refined to
"

	

under-braking at the left-hand and
"

	

over-braking at the right-hand side .
Actually, the symptoms are taken from a failure mode
and effects analysis for the ABS . This analysis is
carried out during the design of a system and lists a
number of possible component faults such as clogged
or enlarged valve profiles, valves stuck open or
punctured, a defective pump element or air included
in the circuit, together with their (potential) effects
(e .g . the symptoms stated above) .
We emphasize that observations like the ones men-
tioned above
"

	

are qualitative in nature,
" are sparse, and only indirectly related to the

important internal system variables, and
"

	

have an unspecified temporal extent .
For instance, under-braking is a phenomenon that
characterizes the behavior of a wheel over the entire
period of braking, not even related to a particular
phase . Only under the described testing conditions in
the workshop, observations can be associated with
the operation mode of the test, but even then, no de-
tailed temporal aspects can be measured .
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This fact contrasts sharply with the
"

	

dynamic behavior ofthe device,
thus making the diagnosis problem a real challenge
for modeling and automated diagnosis .
However, a human observer who is familiar with the
components of the circuit and has a basic under-
standing of the functionality of an ABS as given in
this section, is able to come up with reasonable diag-
nostic hypotheses ; e.g. based on the symptoms of our
example scenario :
Under-braking on the left-hand side indicates insuffi-
cient pressure. This could be due to a clogged inlet
valve or an open outlet valve. The former would also
explain why too high pressure remains in the master
cylinder (hence the hard pedal) and in the primary
circuit of the right-hand wheel (possibly causing
over-braking) . So, this seems to be a plausible diag-
nosis .
The question is what is required to perform this kind
of reasoning in an automated diagnosis system . The
following sections present our answer to this ques-
tion, first, regarding the modeling formalism and,
second, the diagnostic procedure.

3 Qualitative Deviation Models

3.1 Models of Hydraulic Components
In response to the nature of the observations, we
adopted an approach that states models in terms of
qualitative deviations of variables and parameters
from some unspecified and even potentially changing
nominal value .
The above-mentioned failure causes and effects
qualitatively describe deviations of component pa-
rameters from such a nominal value (e.g. "inlet valve
profile enlarged") or deviations of system variables
from values one would expect normally (e.g . "over-
braked") . The successful use of models which capture
the qualitative relations between such discrepancies
has already been presented in [Malik, Struss 96] . We
briefly summarize the foundations of this approach .
Each variable domain is limited to signs

[x]:= sign(x),
especially derivatives of time

c3x:=[dx I dt],
and the deviation of an actual value from its refer-
ence value

Ax:= x,« - x«r.
In this case, the reference value is defined as the
value that would occur under normal behavior of the
ABS given the same situation in terms of road condi-
tion, force exerted on the pedal etc . Obviously, there
is no way of explicitly specifying these values of a
nominal behavior and their changes over time be-
cause of the unmeasurable or even unknown context .
There are two basic insights : first, even under these
conditions, it can be possible to predict the effect, or,
likewise, the potential cause of a deviation in one
system variable, and, second, many possible faults



can be characterized in terms of parameters deviating
from their nominal values . For instance, a_clogged
valve can be described by its profile, A, being smaller
than normal : AA<0. Models capturing the relation-
ships of such qualitative deviations can be generated

Table I :Basic equations for hydraulic elements

197

Figure 5 : Qualitative model fragments for basic hydraulic components

Figure 4 : Qualitative model fragments for the brake pedal and wheels

from the equations that describe the normal behavior
of the respective components .
Table 1 lists a number of basic equations for types of
hydraulic elements . They are meant to model basic
aspects of hydraulic components and can be com-
bined to describe a particular component type . Using
the operators, [ .], a, and A, defined above, qualitative
deviation models of components can then be derived
from these equations . Figure 5 shows the resulting
qualitative models of basic hydraulic component
types, whilst Figure 4 lists additional ones for ABS-
specific components. In the notation, Q stands for
flow, p for pressure, A for profile area and D for the
pump delivery rate, whereas k and PT are (material-
dependent) factors . Thus, in the notation of the model
fragments, e.g . T,.[p] denotes qualitative pressure at
terminal T, .

Component Symbol Constraints

n-node T, T . .[P] =
n

T24P] _ = =. . . T. .[P] ; 2:T.[Q] ap (D [N]

J_
i_I

T2 Tn TjAp] = T2.[Ap] _ =. . . To . [Ap] ;

T.[oQ]= aP ® [ART] ® aep e aep ® [APT]

n-node T, T,.[P] =
n

TAP] _ = =. . . To.[P] ; ET.[Q] ap
(with invariant
compressibility) T2 Tn

.. . T,.[Ap]
n

= T2.[Ap] = =. . . T�.[Ap] ; ET .[AQ] =aep

T T2 TJQ = [A] ® (TAP] e T2.[P]) ; T,-[Q ® T24Q = 0
T,.[AQ] ® T24AQ] = 0

resistive element
_
~ ' T~.[AQ] _ [A] ® (T, .[Ap] e T2.[Ap])

e.g . valve, throttle T' M T2 ® [AA] ® (T, .[P] e T21P])
O e [AA] ® (T, .[Ap] e T2.[Ap])

volume element
0-0

T.[P] =
T.[Ap] =

[P] ; T.[Q = aP
[Ap] ; T.[AQ] = aAp

e.g . accumulator, T, T2 Tjp] = T2.[p] ; Tl .[Q] ® T2.[Q] = opdamper
Tl.[AP] = T2.[AP] ; T,.[AQ] ® T2.[AQ] = aAp

T T2 T,.[P] = [+] => TJQ = [D] ; T, .[P] = 0 n [D] [-] T l .[Q] = 0
pump element T,.[p] = 0 n [D] = [-] Tl .[Q]

T l.[Q] ® T24Q = 0

Component Symbol Constraints

wheel (with brake T T.[Ap] =-aAvW
cylinder)

brake pedal T, via+ TZ T l.[Q] = T . .[P] e T2.[f] ; TJQ ® T20s = 0
'1-'!P:e T,.[AQ] = T,jAp] e TZ.[Af] ; TjAQ ® T2.aAs = 0

Component Quantitative equations
conduit with zero p, = P2
resistance Q, + Q2 = 0
resistive element =kA jp~AjQ sign(p,-p2)

Q,+Q2 =0
volume element with Q = kAN
compressibility
volume element with- Q = k dp
out compressibility d`



3.2 Coding of Observations
The inherently vague and qualitative observations of
the ABS behavior can now be captured by our mod-
eling formalism . For the symptoms of the scenario
described in section 2, we obtain the following
translations :
"

	

under-braked left-hand wheel, i .e . it rotates faster
than under normal conditions : [Oval =[+] .
over-braked right wheel, i .e . it rotates slower than
expected : [Av,] = [-] .

"

	

too hard brake pedal, which, given the usual pedal
force, moves a shorter distance than normally :
aesPED = [-l-

Together with the characterization of the operation
modes of the hydraulic circuit given in terms of states
of valves and pump, these observations represent the
only directly and somewhat reliably available input
for model-based prediction and consistency-checking .

4 Using the Model for Consistency-based
Diagnosis

4.1 State-based Diagnosis
Consistency-based diagnosis requires checking
whether observations about the actual device behav-
ior are consistent with the behavior predicted by a
model :

model u OBS F- 1 .
For fault detection, the system checks the model of
correct behavior. Fault localization is based on identi-
fying inconsistent subsets thereof. Fault identification
is done by checking models of faulty behavior for
consistency with observations .
Since, in our domain, we have neither a chance to
predict the dynamics reliably, nor a way to observe
changes over time, we cannot perform what is often
associated with the task of diagnosis of dynamic sys-
tems : tracking of the actual behavior over time and
simulation ofthe modeled behavior . In previous work
([Malik, Struss 96], [Struss 97]), we have shown that,
in theory and practice, checking only the observed
states (rather than the temporal behavior) for consis-
tency with the device model often suffices to obtain
the desired diagnostic results and that, under certain
conditions, these results are even equivalent to the
ones generated by simulation-based approaches . In
our case, we have no choice but trying to apply state-
based diagnosis . Stated more systematically, this
means that we ignore part of the model, namely the
part that captures the laws of evolution over time
(which, in practice, is often implicit in the predictive
engine) : if the model is divided into a set of con-
straints on the permissible states and a set of con-
straints expressing rules of continuity, integration,
and derivatives (�CID"),

model = state-constraints u CID-constraints,
then we confine the consistency check to

state-constraints u OBS f" 1 .
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It turns out that the observations together with the
model do not suffice to generate appropriate con-
flicts . The "measurements" characterized above, en-
able the models to infer deviations in the pressure in
different parts of the circuit. This, trivially, suffices
to establish measurability for fault detection, but not
measurability for fault identification and localization .
The reason lies in the lack of information about the
derivatives of pressures, which cannot be provided by
the observations and the constraints of the model
fragments alone. Basically, this information would
help to detect significant inconsistencies because
resistive elements like valves relate flow to pressure,
whereas pipes and other containers link flow and
derivatives of pressure and, respectively, their devia-
tions .
In our example (�yawing to the right"), the observa-
tion about the pedal, aesPED = [-], allows to infer a
positive deviation of the pressure in the master cylin-
der (see Figure 6 for reference),

[OPMc] = [+],
and from the under-braked left-hand wheel, we obtain
a lower pressure in the respective wheel brake cylin-
der,

[OPwacl = [-l .
From this information, the model left inlet valve can
predict an increased flow across the valve :

[AQLrvl = [+l,
which does not establish any contradiction . What is it
that makes us not feel comfortable with this situa-
tion? Well, the state description obtained may be
consistent with the (part of the) model . However, an
increased flow across the valve causes the pressure in
the wheel brake cylinder to rise which conflicts with
the reduction in pressure in this component . In other
words, we squeeze more information out of the ob-
servations of the variables, namely information about
their derivatives .

4.2 Adding CID-Constraints
If we would like our system to perform this kind of
reasoning, we have to exploit additional knowledge
which can compensate for this limited measurability .
This is actually implied by the constraints we
dropped in the previous subsection, CID-constraints .
However, they are not used for simulation of correct
or faulty behavior modes (for integration), i .e . by
drawing inferences based on

state-constraints u CID-constraints .
Instead, they are applied to complement the observa-
tions with derivative information, i .e . we combine

CID-constraints u OBS .
More specifically, a version of the following theorem
is applied :
Theorem 1

Letf(t) be a continuously differentiable function
and to<te . Iff(to)=0 andf(t)>0 for t e(to, td then
311 such that to < t t < to and df(t)ldt > 0for
t e( to, 11) .



Or, stated in its qualitative version,

CID,
Ifl1(to)1=lOI and U(d1=l+Ifor t E( to, td
then 3tt such that to < tt< to and oy(t)=[+]for
t E( to, td .

Informally, this says : if a variable is zero initially and
then becomes positive in an interval, there must exist
an initial (but potentially shorter) time interval during
which both the variable and its derivative are positive
(no matter what happens after this interval) . This rule
and other variants of it can be encoded as constraints
and used to create state descriptions that contain in-
formation about derivatives, in our case about quali-
tative derivatives of deviations . Because the observa-
tions themselves are not explicitly related to specific
time periods, the same holds for this derived infor-
mation . We need to state more properties of the
problem domain, or introduce more assumptions .

4.3 Adding Assumptions
Checking consistency of the set of observations with
the state-constraints makes only sense if the individ-
ual observations refer to the same state . This means
we need to assume that those observations that, to-
gether with a part of the model, establish a discrep-
ancy, actually occur during overlapping time inter-
vals .
The intervals (to , t,) introduced by the CID, rule for
the different deviations must have a non-empty inter-
section . Note, that we do not have to postulate that
all existing deviations have to occur at the same time,
but only those that are used to detect one discrep-
ancy. In our application, we make an assumption that
entails the first one, namely that the related effects of
faults occur at the beginning of some phase
(operation mode of the ABS), which provides the
�synchronizing" initial time point to. This means, the
phase starts with no deviation : [Af] = 0 at to.
Furthermore, in this case study, we make the as-
sumption that only valves, throttles with dampers or
pump elements can be faulty .

4.4 Using Models and CIDI for Prediction
In this subsection, we illustrate how the approach
described, namely
"

	

state-based diagnosis with
"

	

qualitative deviation models and
"

	

observations extended through CID-constraints,
works on our example (see Figure 6 for reference) .
Recall that the initial observations were:
"

	

under-braked left-hand wheel: [AvLJ = [+] .
"

	

over-braked right wheel: [AvRJ = [-J .
"

	

too hard brake pedal : aAs,,, =

Under the assumption that the pressure-buildup phase
started at to with no deviation, CID, yields that

[AVL] = 0 at to A [AVL] = [+] after t o
=:> [aAVL] = [+] after to ,
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(LIVI : [OQL,v] = [+l

discrepancy!

(LOV): [OQuvl = [-7
(LOV):
[AQWvl = o1 h/

[AQL,vl ®[AQwv)] =[-l

laAPwncl = [-l

[OPwad = [-l

Figure 6 : Inferences at left wheel brake cylinder

From this, the model of the left wheel brake cylinder
infers

[aAV L ] = 0 at tO =:> [Apwec] = 0 at to
[aAV L J = [+] after t o =:> [Apwac] = [-] after to.

By applying CID, again, we establish a link between
this deviation of the brake cylinder pressure and the
deviation of its derivative :

[ApwBc] = 0 at to n [ApwBc]

	

after t o
=:> [aAp.Bc] = [-] after t o.

The model of the node that joins the terminals of
wheel brake cylinder, left outlet valve and left inlet
valve then derives

[aAPwBc] = [-] after tO
= :> [AQLOV] (B [AQLw]

	

after to .
The correct behavior of the left outlet valve in the
pressure-buildup mode states that

[AQLov] = 0 at to and after to .
This, together with the model of the node, yields a
negative deviation of the flow through the left inlet
valve :

[AQLIV] = [-] after t o .
Note that we cannot determine the actual direction of
flow, i .e . it is not possible to distinguish whether
there is a flow from the master cylinder to the wheel
brake cylinder which is smaller than usual, or there
exists an increased fluid flow in the opposite direc-
tion .
From the observation at the brake pedal, the pedal
model infers that the pressure in the master cylinder
deviates in positive direction :

[aAs1En ] = [-] after to n [AGED] = 0 after t o
=:> [Apmc] = [+] after to .

The increased pressure of the master cylinder and the
decreased left wheel brake cylinder imply an increase
in pressure drop across the left inlet valve :

[Apmc] e [Apwac] = [+] after to .



Table 2 : Failure effects for the hydraulic unit from a system FMEA

With the information that the left inlet valve is
opened in the pressure-buildup phase, the model of
the valve predicts a positive deviation of flow
through the component :

[OQLrv] = [+] after to .
This contradicts the negative deviation of flow that
has been inferred first, and a discrepancy is detected
with the underlying conflicting correctness assump-
tions

(left inlet valve, left outlet valve),
i .e. one of these components must be broken . The
observations for the right-hand wheel brake cylinder
can be processed in a similar manner and reveal a
second conflict

(left inlet valve, right inlet valve,
right outlet valve, throttle, pump element) .

These two conflicts suffice to produce the left inlet
valve as the only possible single fault candidate and
a number of potential double faults .

4.5 Adding Domain Axioms
In principle, to further refine conflicts, we could use
fault models for the components in the style of GDE'
([Struss, Dressler 89]) . The problem is that the mod-
els stated above can only derive deviations, but not
the direction of flow through a component. However,
meaningful fault models would require actual direc-
tions of pressure drops and flow . For example, a
valve with no deviation of the pressure drop but a
flow which is too low is consistent both with a too
low and too high valve profile, if the direction of
flow is unknown . Deriving this information would
need a richer domain than just signs .
Instead, we adopted an approach using domain axi-
oms to further refine the conflicts . The domain of the
profile A of a valve is (0, [+]), and its deviation AA
can either be negative, zero or positive . We make
model-based prediction more complete by adding the
disjunctions of values local to components occurring
in a conflict. It turns out that in our example, the
right inlet valve then does not contribute to the sec-

and conflict in the sense that for each combination of
values for A and AA, we obtain an inconsistency with
the rest of the components in the conflict . Therefore,
the conflict is reduced to

(left inlet valve, right outlet valve, throttle,
pump element) .

With this reduced conflict, we get
(left inlet valve)

as the only single fault candidate, as before, and
{left outlet valve, right outlet valve),
(left outlet valve, throttle),
(left outlet valve, pump element)

as the possible double faults . Indeed, the system success-
fully inferred a fault in the left inlet valve from the
failure effects listed for a clogged left inlet valve in
the FMEA.

4.6 Empirical Results
We carried out a number of experiments for several
relevant failures (Table 2) . They were selected based
on an existing failure mode and effects analysis of the
system . The guiding criteria which led to this selec-
tion were on the one hand the estimated probabilities
of occurrence (as stated in the FMEA), and on the
other hand concrete experience of workshop techni-
cians. In addition, wrong mounting of the device or
leaks are also relevant in practice . However, most
likely, leaks would trigger the switch for the level of
brake fluid and activate a warning lamp before af-
fecting the functionality of the ABS.
For evaluation of the models and the approach, the
symptoms of a particular failure cause listed by the
FMEA were fed into the diagnosis procedure, and the
success criteria was whether the respective cause
occurred in the candidates generated and how well it
could be isolated . The approach turned out to be
fairly successful : for each sample of failure effects,
fault localization was successful in the sense that the
respective component failures were included in the
set of single fault diagnoses, sometimes being the
only possible single fault (Table 3) .

Failure cause Failure effect
inlet valve profile clogged pressure increase rate too small under-braking of the respective wheel,

over-braking of other wheels possible, hard
braking pedal, worst case : car yawing

inlet valve stuck open or pressure retaining not possible too high retardation on one wheel due to
punctured pressure on main cylinder, wheel tends to

lock up
outlet valve stuck open or pressure retaining not possible accumulator gets filled, pedal has to be
punctured moved a greater distance, braking less ef-

fective on diagonally opposite wheels
pump element defective low pressure level not achieved affected wheels tend to lock up
hydraulic unit not properly air in primary circle under-braking on the affected diagonally
vented opposite wheels, pedal soft



Table 3 : Candidates generated with the failure effects as
observations

5 Discussion

This case study extends the list of pieces of evidence
that state-based diagnosis can very well suffice to
diagnose dynamic systems (related work is described
in [Dressier 96], [Chantler et al . 96], [Malik, Struss
96]) . In [Struss 97], we present a more formal analy-
sis of preconditions and limitations to this approach .
Much more work is needed to develop good designs
and criteria for it to be advantageous . This will re-
quire a more detailed analysis of the form and con-
tents of the CID-constraints and their possible appli-
cations and relating their results to various limitations
in measurability .
Our example also demonstrates that very weak
qualitative observations can be exploited to get close
to human diagnostic results under such conditions .
This is a benefit of qualitative modeling combined
with deviation models . However, we have to make a
number of fairly strong assumptions to make diagno-
sis work, in particular, to compensate for the unspeci-
fied temporal scope of the observations . The assump-
tion that the occurrence of symptoms is synchronized
appears questionable, especially if we take multiple
faults into consideration . Also, in our example, we
presented diagnosis only for the pressure buildup
phase . This is reasonable, but, in principle, deviating
pressure could also result from a malfunction that
affects the pressure-reduction phase . A diagnostic
system would either need to exhaustively perform the
analysis for all phases or require some (model-based)
reasoning to pick the informative phases .
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Observation: Candidates generated
Failure effects
for fault
left inlet valve (left inlet valve), (left outlet
profile clogged valve, right outlet valve), (left

outlet valve, pump element),
(left outlet valve, throttle)

left inlet valve {left inlet valve), (left outlet
stuck open or valve, right inlet valve), (left
punctured outlet valve, right outlet

valve), (left outlet valve,
pump element)

left outlet valve (left outlet valve), (right out-
stuck open or let valve), (throttle), (pump
punctured element)
pump element {pump element), (left outlet
defective valve), (right outlet valve),

(right inlet valve), (damper)
hydraulic unit (compressibility), (throttle),
not properly (pump element), (left outlet
vented valve), {right outlet valve)


